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New Methods to Combat Roaming Fraud in GSM 
Fraud strikes like lightning in the roaming environment. 
It is an increasing problem for the GSM community and, 
according to industry surveys; operators worldwide lose 
about 4 billion USD yearly due to roaming fraud events. 

In the past, operators have been faced with the 
problem that efficient fraud prevention was costly, 
non-standard and either very demanding to establish 
or, ultimately, not possible at all. All this will soon be 
history as new Near Real Time Roaming Data Exchange 
(NRTRDE) of roaming data will be deployed in the GSM 
community in the near future. 

The MACH Data Express service provides an easy 
way for our clients to support NRTRDE and solve their 
fraud problems.

TAP versus NRTRDE
Roaming is a key feature of GSM, giving mobile sub-
scribers seamless same-number contact ability in over a 
hundred countries. It is an important source of revenue 
and profit for all mobile operators. Operators exchange 

Call Event Details (CDR) for the purpose of billing 
roaming subscribers for the calls generated in visited 
networks. The TAP (Transferred Account Procedure) allows 
visited network operators to send standardised billing 
records of roaming subscriber events to their respective 
home network operator. The TAP is also used for roaming 
fraud prevention procedures in GSM, even though it was 
never designed for this purpose. The High Usage Report 
(FF.04 HUR) is another means of combating roaming 
fraud but, as with the TAP, the HUR does not provide the 
home network with roaming data quickly enough.

The new Near Real Time Roaming Data Exchange will 
provide fast delivery of roaming data from the visited 
network to the home network, enabling the home 
network to take appropriate action against fraudulent 
usage by its subscribers.

In the future, the TAP will continue to serve as the basis 
for roaming clearing and settlement between network 
operators, while the NRTRDE will become the basis for 
fraud protection. Roaming data provided via NRTRDE 
will not be used for billing purposes.

Early visibility of roaming subscribers provided through NRTRDE deployment, will  
ensure that roaming fraudsters are detected early and will limit any fraud loss to  
an absolute minimum.
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Responsibilities and Liabilities
Responsibility to combat roaming fraud lies both with 
the home network and the visited network. The respon-
sibility of the visited network is limited to sending high 
usage reports (FF.04 HUR) back to the home network. 
Today, the HUR is used to define the transfer of liability 
between visited and home network. 

If the visited network provides a HUR to the home 
operator within the 36 hour time limit, the liability for 
any fraudulent usage by a roaming subscriber would 
continue to be placed with the home network. If the 
visited network did not send the HUR in due time, the 
liability for continued fraudulent usage would remain 
with the visited network.

In the future, the allocation of responsibility between 
home and visited network will be more balanced as 
the home network will require better protection from 
fraud losses when its subscribers visit foreign networks. 
It is expected, when NRTRDE is widely deployed within 
the GSM community, that the time limit on transfer of 
liability from visited network to home network will be 
reduced drastically – down to 2-4 hours initially.

The reduction of the transfer of liability window for roaming 
fraud to a matter of hours definitely establishes a very 
strong argument for GSM network operators to connect to 
a NRTRDE service such as MACH Data Express.

Near Real Time Roaming Data Exchange  
– the Business Perspective
A number of GSM operators have experienced roaming 
fraud losses at levels which would take 2-3 months of 
profit from legitimate roaming traffic to cover. 

The roaming fraud incidents vary in size, frequency, pattern 
and financial impact. Currently, MACH is experiencing an 
increase in International Revenue Share Fraud (IRSF) cases. 

A common picture is that an operator is hit by 5-10 
IRSF cases a year and these typically take place during 
holidays and weekends. An average case often lasts 
1-3 days – and the operator loses around 15.000 SDR 
per involved IMSI per day. Single fraud cases involving 
losses of 500.000 SDRs are frequent.

In contrast to fraud in the home operator’s own net-
work, typically 80% of roaming fraud hits directly on the 
profit/loss statement of the home operator. This is why 
home networks will increasingly focus on their choice 
of roaming partners. Careful selection of those roaming 
partners which offer Near Real Time visibility of roam-
ing subscribers to protect against roaming fraud has 
become reality. This capability is increasingly becoming 
a prerequisite for visited networks that wish to maintain 
and increase inbound roaming traffic and revenue.

MACH Data Express Highlights
Going forward, GSM operators can address roaming fraud 
on both outbound and inbound roaming with MACH Data 
Express – providing NRTRDE for its roaming partners as 
well as gaining visibility of own roaming subscribers.

Clients of MACH Data Express benefit from:

• Reduced delays in roaming subscriber visibility by 

an order of magnitude – typically from 36 hours down 

to a few hours

• Enabling roaming fraudsters to be detected early, 

thereby limiting fraud losses to an absolute minimum 

• Maximising attractiveness to inbound roaming by 

offering roaming partners full Near Real Time Roam-

ing Data Exchange for roaming subscriber visibility

MACH Data Express provides instant CDR 
transfer to cater for rapid response


